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Digital identities: representation of an actual entity 
(individuals, organizations, services, applications, 
devices)

Privacy and Security: authentication, authorization, 
access control confidentiality, and minimal disclosure [1]

Standards and Regulation [1,4]:

● Electronic identification (eID) - Electronic IDentification, 
Authentication, and trust Services (eIDAS)

● European Digital Identity Framework
● General Data Protection Regulation (GDPR)
● EU Digital Identity Wallet

Identity management (IdM)

Blockchain - a type of Distributed Ledger Technology 
(DLT) + cryptographic enhancements

● distributed (spread between multiple nodes, each node 
stores a copy of the blockchain)

● decentralized by design (it is not a single point of 
decision, but the decision is a result of a consensus of 
the nodes).

Blockchain

Fig. 1. IdM Framework on Arweave [2]

IdM on Blockchain
● Arweave [2,3] emerged as a decentralized platform for 

permanent storage of digital information, ensuring 
long-term data availability.

● Technology: ArNS, ArDrive, ArConnect
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● Advantages: Transparency, security, immutability, 
blockchains eliminate the necessity of a single point of 
trust or a centralized authority. 

● Precaution: sensitive information should not be stored 
on-chain, not even in encrypted form.

Types of IdM solutions [1]: 

● Self-Sovereign Identity (SSI): uPort Open
● Decentralized Trusted Identity (DTI): Shocard 
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