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Deepfake technology is becoming increasingly integrated -
into daily life, beginning from Al generated media to the .
technology’s rising use in cyberattacks. Beyond its creative
capabilities, realistic deepfake content has emerged as a
signhificant security threat. Cybersecurity plays a central
role in the mitigation of deepfakes in protecting individuals
and the prevention of deepfake-related security incidents.
Nonetheless, current cybersecurity approaches face
several challenges in the mitigation and detection of
deepfakes.

By investigating these cybersecurity challenges, this -
study aims to highlight the need for digital security "
measures and the importance of education in "
combating deepfake threats towards establishing a safe o
online space free from misinformation, disinformation 8
and deepfakes. o
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behaviours and views on deepfake technology.

The following research questions will be addressed: .

Research Objectives

* What are the most significant cybersecurity threats
associated with deepfake technology?

* What measures are currently in place to detect and mitigate
deepfake threats?

* Whatisthe role of education in assisting individuals and

= + Systematically review recent developments in deepfake
tech and the challenges they pose for cybersecurity.
= °* To identify and assess the cybersecurity policies and
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against deepfake content
employed by key
stakeholders such as
Linkedin, Google,
Instagram, BBC, Microsoft,
X, and Facebook.

[0 g " + Emphasis on technology-oriented and human-centered
|
" Research Keywords:

= + Deepfakes, Artificial Intelligence (Al), Generative Al
o (GenAl), Cybersecurity, Educational implications

12t ACM Celebration of Women in Computing: womENcourage™
Brasov, Romania
17-19 September, 2025
Theme: Computer Science: a Catalyst for Educational Change




	Slide 1

