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ABSTRACT 

This work presents the study of attack detection by using fractal 

analysis. The change of fractal characteristics was studied for 

the legitimate traffic and for traffic that consists DDoS attacks. 

The fractal analysis showed the presence of explicit multifractal 

properties in attack realizations of different types. These 

properties significantly different from those of normal traffic, 

that allows to use the fractal characteristics as features to detect 

attacks. The fractal analysis results can be used to detect DDoS 

attacks by machine learning. 
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1 Introduction 

Various information processes in communication networks, including 

hacker attacks, are processes with fractal properties. The main of 

Distributed Denial of Service (DDoS) attacks are TCP-SYN, UDP 

flood, ICMP-ECHO, HTTP flood, Slowloris, Slowpost, and brute 

force. Recent studies show that one of the characteristic signs of attacks 

is the change of the fractal properties of the traffic containing the attack 

[1]. The aim of this work is to study the fractal properties of the DDoS 

attacks of different types for subsequent detecting by machine learning. 

2 Input data for analysis 

For the study and fractal analysis, data from the dataset [2] were used. 

The network provides web, email, FTP, DNS, and other server services 

and is used by many client companies. Data are obtained from this 

network as data of the transport layer. To create and research DDoS 

attacks, the «network of intruders» with the attacking machines was 

deployed. The traffic passing through the network was identified as 

normal or attacked and saved in the corresponding files (blacklist of 

attacks). Figure 1 shows a typical time series of DDoS attacks from the 

blacklist. 

3 Analysis of the fractal properties of attack  

The self-similarity of time series is characterized by Hurst exponent H, 

0<H<1. The multifractal time series are statistically heterogeneous self-

similar ones and show more complex scaling behavior. They are 

characterized by a generalized Hurst exponent h(q). The greater the 

range of change ∆h(q), the stronger the multifractal properties. 

Figure 1: A typical series of DDoS attack 

The studies carried out in this work showed the presence of 

multifractal properties for most of the DDoS attacks time series. 

Table 1 shows the range of generalized Hurst exponent ∆h(q) for 

some typical attacks of the blacklist and normal traffic from [2]. In 

most cases, attacks have higher Hurst exponent and stronger 

multifractal properties. This allows the use of fractal characteristics 

as features to detect attacks [3]. 

Table 1: Fractal characteristics  

 Attack Normal traffic 

 H Δh H Δh 

1.  0.87 1.81 0.65 0.8 

2.  0.81 1.54 0.72 1.13 

3.  0.75 1.55 0.85 0.77 

4.  0.78 1.82 0.64 0.82 

4 Conclusion 

The fractal analysis showed the presence of explicit multifractal 

properties of the series of DDoS attacks. The obtained results can 

be used for practical applications related to the detection of DDoS 

attacks based on fractal properties. 
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