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ABSTRACT
The Web Mirror is a tool showing users a personalised
visualisation of who is tracking them and what infor-
mation trackers can infer about them based on their
individual browsing activity. The goal is to investigate
how the provision of transparency information pre-
sented in a personalised way shapes users’ intent to
stop tracking, and any steps they make towards that.
The results show that information which focuses on
available countermeasures may be more important in
motivating them to avoid surveillance than more de-
tailed information about tracking practices – which has
implications for designers and regulators.

1 INTRODUCTION
Most people do not know that they are being tracked
[8] and of those who do, most do not have a clear idea of
the extent of that tracking [6]. When they learn about
it, they find it "creepy" and "scary" [9]. The requirement
for transparency as one of the principles of privacy self-
management [7] is manifest in various legal regulations
around the world. It is a lawful basis for consent to data
collection, use and disclosure both in the US "notice and
consent" model and the EU’s General Data Protection
Regulation (GDPR). Data protection authorities such as
the UK’s Information Commissioner’s Office provide
extensive guidance to making privacy notices under-
standable and accessible [3], however, it has been found
that a range of alternative privacy policy modalities
did not markedly increase comprehension or accept-
ability of privacy notices to users [4]. To help people
make meaningful privacy self-management decisions,
we need more meaningful approaches to transparency.

2 BACKGROUND
To address the problem, research and commercial work
has been carried out to provide transparency through

visualisations. One example investigated the use of pe-
ripheral awareness of cookies themselves as a means to
improve informed consent [1]. Tools such as Mozilla’s
Lightbeam [5] provide information about the tracking
network and Ghostery [2] provides contextual infor-
mation about organizations that are tracking visits to
pages. None of those provides actual information that
can be inferred about them as a result of tracking. From
a privacy perspective, inferences seem to be problem-
atic: hard for people to appreciate and hard to predict.

3 IMPLEMENTATION
There are three main stages of using the tool: a sample
of user’s browsing history is collected; an instrumented
Web browser visits each page, recording third parties
that are connected to it (creates the network graph)
and the page content itself, which is used to extract
key topics; the network graph shows the URL of each
visit that the third party observed and the topics are
visualised with pictures.

4 USER STUDY AND RESULTS
The majority of the participants expressed surprise at
the information received though the Web Mirror. They
had learned about tracking and it helped them to cor-
rect beliefs about it. Qualitative results suggest that
the tool has an effect on participants’ understanding of
the tracking ecosystem. It was the individual approach
that motivated some participants’ willingness to stop
tracking. The visualization worked as an incentive to
look for more information about tracking.

5 CONCLUSION
As Internet-based services are increasingly supported
by ads targeted to users based on their browsing and
inferences drawn from that, personalised approach to
transparency may have a higher impact on users’ un-
derstanding of online tracking.
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