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ABSTRACT
Although artificial intelligence working behind software interfaces
brings numerous benefits, users still prefer it not to make decisions
on their behalf. With the rise of the Internet of Things (IoT), the
number of data transactions between users and devices is expected
to go beyond what an individual can manage manually. Automation
of the negotiation between a user and online services can help to
limit the user’s effort - but only if the user trusts the system to
carry on the negotiation. This study presents an evaluation of data
sharing behaviour and a post-study questionnaire responses of par-
ticipants, who did and did not know about the intelligent algorithm
negotiating an offer with a mobile application service. The results
show that participants who did not know about the automated
negotiation on average shared more data with the application. The
majority of the participants in both treatments declared that they
would not trust the system to make data sharing decisions by itself.
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1 INTRODUCTION
With the advancement of digital economy, where business models
are often based on collecting personal data, increasing amount of
private information is being shared online. While personal data
management is already a challenge, as the Internet of Things (IoT)
scales up, the number of devices requiring private user information
is expected to go beyond what an individual can manage manually.
Intelligent agents can learn users’ preferences as they change over
time, and be delegated decision-making tasks [3]. In the IoT world,
where a number of interconnected devices autonomously negotiate
the usage of personal data, and make trade-offs between privacy
concerns, price and convenience, automation of the negotiation
will become not only desired but necessary where human decision-
making is simply too slow and expensive. Using software agents
that negotiate on behalf of humans can provide better "win-win"
deals and reduce time, cost, stress and cognitive effort of users
[1, 2] — but they may also share sensitive information, introducing
privacy risks.

Do users trust agents to take control over data-sharing decisions?
In this study, two groups of participants are evaluated – one of

which was not told about a software agent acting on their behalf –
in terms of trust to autonomous agents and attitudes to data sharing.

2 METHOD
An experimental tool used was in a form of an Android app, where
an agent, on behalf of a user, negotiated permissions for access
to data stored on participants’ mobile devices: contacts, messages,
list of installed apps, photos and the browsing history. In return
for agreeing to share data of these types, users received a mon-
etary reward. First, users were shown an initial configuration of
permissions and the corresponding number of points they receive
if they decide to accept the offer. They could modify the setting
for each data type. The service provider then offered a new quote
for that setting. The more data was shared, the more points they
received. Once they accepted an offer, the points were added to
their score. Then, the app randomly collected three data points
from each shared data type and the user was asked to review their
decision.

3 RESULTS
The results show that participants who did not know about the
agent on average shared more data with the application. Moreover,
in the post-study questionnaire, majority of the participants in both
treatments declared that they would not trust the system to make
data sharing decisions by itself. Participants did not feel as if the
setting proposed by the agent was accurate enough to trust it, and
preferred to make the decisions themselves, as they wanted to have
control over what is shared. Three of the participants mentioned
agent’s inability to analyse the content of the data. Three others
said that they would not trust the agent, because their own opinions
may change over time.

4 CONCLUSION
Although AI behind interfaces brings numerous benefits, users still
prefer it not to make decisions on their behalf – there is a general
mistrust of negotiation agents. When people know about an agent
working on their behalf, they feel that they are divested of control
over their data. This contradicts with the purpose of building agents
into such interfaces: the agent is there to give users more control
by learning their preferences, and to empower them by making
decisions for them to save their time, stress, cost and effort. As
computer technology grows more pervasive, users’ trust is likely to
become a critical factor in agent interface design. The conclusion
is that more understanding is needed on the users’ side in order
to build such trust. This contribution provides useful insights and
lessons to facilitate the adoption of negotiation agents software.
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