Modelling the interactions between the Internet backbone and
the BGP network
Ivana Bachmann

Niclabs, Universidad de Chile
Santiago, Chile
ivana@niclabs.cl

ABSTRACT
Given the importance of the Internet network in our society, it is
relevant to understand its behaviour under adverse scenarios. The
Internet can be studied through different angles: by studying the
Border Gateway Protocol (BGP) network, the Internet Backbone,
the complete physical network, etc. However, these networks do
not exist in isolation, but rather interact with one another (see
figure 1). Furthermore, the robustness behaviour of interacting networks is different compared to their single network counterpart.
In particular, it has been shown that networks can be more fragile
when coupled [3]. The single network approach to study the Internet’s behaviour has been criticized in the past by Willinger et
al. [6]. Thus, to properly study the Internet we should model it as
an interdependent network system.
An interesting approach, is to pair together the Internet Backbone and the BGP network. However, as far as the author’s knowledge, the articles applying interdependent networks models to the
Internet case, to study its robustness, have not paired these two
networks together [1, 5, 7, 8].
The purpose of this ongoing study is to model the Internet as an
interdependent network system composed by the Internet Backbone and the BGP network coupled together, and measure the
Internet behaviour and robustness under adverse scenarios, such as
failures, or attacks. An initial model has been previously presented
by the author [2]. However, in this model the interconnections
between both networks are established at random, and thus, do
not represent the actual network pairing nature of the Internet. In
order to further develop this model, the relation between Internet
Backbone nodes, and BGP nodes must be studied. Here, the hypothesis is that the number of Internet Backbone nodes interacting
with a BGP node is proportional to the degree of such node. To
test this hypothesis, data is being collected to determine whether
high degree nodes on the BGP network are coupled to a proportional number of nodes on the Internet backbone, or not. Other
information to be extracted from this data is how coupled nodes in
the Internet backbone are distributed into space.
The information to determine the relation between BGP nodes
and Internet backbone nodes has been obtained from RIPE Probes
[4]. This information is currently being processed, and the results
are expected to be available during the course of 2018.
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After the completion of this work, further studies about the
Internet Backbone, and the BGP network will be performed to
continue the model development, and the possibility of adding other
network infrastructures to the interdependent networks system,
that allow a better understanding of the Internet, will be evaluated.

Figure 1: Interdependent networks example. Dotted lines
represent interactions nodes of both networks.
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